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Optimal Layout of Early Warning Detection Stations
for Water Distribution Systems Security

Avi Ostfeld, M.ASCE,1 and Elad Salomons2

Abstract: Deliberate contamination is generally viewed as the most serious potential terrorist threat to water systems. Ch
biological agents could spread throughout a distribution system and result in sickness or death among the people drinking the w
September 11, 2001 the U.S. Environmental Protection Agency’s water protection task force and regional offices have initiate
actions to improve the security of the drinking water infrastructure. A methodology is presented for finding the optimal layout of
warning detection system~EWDS!. The detection system is comprised of a set of monitoring stations aimed at capturing de
external terrorist hazard intrusions through water distribution system nodes—sources, tanks, and consumers. The optimizatio
extended period unsteady hydraulics and water quality conditions for a given defensive level of service to the public, de
maximum volume of polluted water exposure at a concentration higher than a minimum hazard level. Such a scheme provides
for a deliberate terrorist external hazard intrusion, as well as for accidental contamination entries under unsteady conditions—
that currently has not been solved. The methodology is cast in a genetic algorithm framework for integration with EPANE
demonstrated through two example applications.
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Introduction

Since September 11, 2001 the U.S. Environmental Prote
Agency’s ~U.S. EPA! water protection task force and regio
offices have initiated massive actions to improve the securi
drinking water and wastewater infrastructure. This has been
ried out by providing grant assistance to large publicly ow
drinking water facilities, supporting the development of tools
fering training and technical assistance for small and me
drinking water and wastewater utilities, and promoting infor
tion sharing and research to improve treatment and dete
methods.

Water distribution systems are spatially diverse. As such,
are inherently vulnerable to physical, chemical, or biolog
threats. In general, physical disruptions can result in signifi
economic cost inconvenience, but the direct threat to hu
health is limited. Contrary to that is contamination intrus
chemical and/or biological, which is one of the most serious
tential threats to water distribution systems consumers.

For harmful contaminants to reach the consumer taps, a d
erate intrusion must occur within the sources or within the
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network. A contaminant can be injected at any connection
water distribution system using a pump or a mobile pressu
tank, capable of overcoming the system pressure. Although
flow preventers provide an obstacle, they do not exist at all
nections and some might not be functional. Thus, identificatio
an intrusion must be made with information acquired within
distribution system itself. The ability to monitor water qua
within the system is a significant concern. No formal proced
or guidelines exist at present on where and how to locate
quality monitoring stations for drinking water distribution s
tems security, subject to unsteady hydraulics and water q
conditions.

Presented herein is the development and demonstration
methodology for finding the optimal layout of an early warn
detection system~EWDS!, comprised of a set of monitoring s
tions aimed at capturing deliberate external terrorist hazard
sions through water distribution system nodes, such as so
tanks, and consumers. Consideration is given to extended p
unsteady hydraulics and water quality conditions for a given
fensive level of service to the public, defined as a maximum
ume of polluted water exposure at a concentration higher th
minimum hazard level. The main limitation of the proposed m
odology is the real-time assumption of the monitoring equipm
a state that is rapidly changing with the recognition of the cri
need for on-line water quality hazard monitoring equipment.

Literature Review

Efficient water quality monitoring is one of the most import
tools to guarantee a reliable potable water supply to consum
drinking water distribution systems. A decline in pressure at
or more system nodes can reduce the quantities supplied to

sumers, while the accidental entry of contaminants or self-
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deterioration of the water quality within the network itself c
severely harm public health~Geldreich 1991!.

Ideally every system node should be monitored for the m
mum protection of public health, which obviously leads t
monitoring system of maximum cost. On the other hand, if
assumes that the water quality does not change as it is distr
through the network, only the sources would need to be m
tored. Since phenomena in the network itself@e.g., a deliberat
terrorist intrusion, hazards, corrosion, or trihalomethanes~THM!
formations# can cause water quality changes, there is a ne
monitor within the entire network, and not just the sources.
goal of an EWDS is to reliably identify a contamination ev
~accidental or deliberate! in source water or distribution system
in sufficient time to allow an effective response that reduce
avoids adverse impacts that may result from such an event.

Real-time devices for monitoring biological and chemical
dicators of contaminations~e.g., e-coli! are the subject of inten
sive ongoing research activity. In 1990 the EPA promulgated
requiring that water quality standards must be satisfied a
consumer taps rather than at the source treatment plants
initiated the need for water quality modeling and raised o
problems to assist utilities in meeting that goal.

The control of pressure is commonly achieved by boo
pumps and pressure reducing valves, while water quality ca
controlled by booster chlorine injections~Pool and Lansey 199
Boccelli et al. 1998; Boccelli and Uber 2001! and by monitoring
Since the injection process does not affect water flow, it ca
shown that if chlorine decay follows a first order reaction, t
the response at a node is linear with respect to an injection
booster location~Boccelli et al. 1998!. In a linear system, th
response can be scaled by the injection rate. This linearity
tionship has been used as the basis of a linear programming
lem to determine the booster injection rates that minimize
total mass of chlorine injected, while maintaining a desired c
rine level at all nodes for all times~Pool and Lansey 1997; Bo
celli et al. 1998!. The decision variables in this problem are
amounts of chlorine to be injected in situ at the boosters.

Optimal booster locations are an extension of the booste
eration problem. Here, the decisions are the location of the b
ers and their injection rates for a typical day. The objective o
location/operation problem is to minimize the mass of chlo
injected for a desired number of satellite boosters or to mini
the cost of new booster stations, while limiting the amoun
chlorine injected. This problem can be regarded as an inverse
of the monitoring location problem, in that the sources of
injected material are to be identified to satisfy desired levels
locations. The monitoring problem is to identify the source of
contaminant from measurements throughout the system.
~2002! formulated and solved the location problem as a m
integer linear programming problem~MILP! using linear re
sponse functions. Tryby and Uber~2001! solved an MILP mode
using water age as the basis for determining sample ‘‘repres
tiveness.’’

Monitoring water quality varies throughout a distribution s
tem, and verifying that acceptable water quality is delivere
consumers is not straightforward. EPA regulations require
samples be taken at locations representative of the water q
in the system. ‘‘Representative’’ has not been explicitly defi
and several approaches have been developed to quantif
term.

Lee and Deininger~1992! developed a procedure based
steady-state flow under one or more demand patterns.

premise is that sampling at a location supplied by upstream nodes

378 / JOURNAL OF WATER RESOURCES PLANNING AND MANAGEMENT
provides information about water at the upstream nodes. With
idea, a set covering problem for the monitoring locations is
mulated to maximize the representativeness of the water sam
Nodal contributions are determined using a steady-state s
contribution analysis~Boulos and Altman 1993!. After flow paths
have been defined, the source contribution from all sources c
determined. Each node in succession is then considered
source node, and the distribution of flow from this node is c
puted. A matrix is then formed that identifies upstream n
supplying a downstream node, and the proportion of water
passed through the upstream node~defined as the water fractio!
to the downstream junction. Subsequently, the sampling d
question is how to maximize the coverage of the water in
distribution system with a minimum number of measureme
Lee and Deininger solved the optimization problem using a
teger programming method. Next, Kumar et al.~1997! applied a
greedy heuristic-based algorithm to the same problem. The
rithm provided similar results for the small example solved
Lee and Deininger, but no proof of global optimality was sho
Al-Zahrani and Moied~2001! applied a genetic algorithm~GA! to
solve the same model.

From an engineering perspective, the demand cove
method~Lee and Deininger 1992; Kumar et al. 1997; Al-Zahr
and Moied 2001! has several limitations. First, it only consid
steady-state water quality conditions that are usually
achieved. Second, the method does not consider the res
time that water spends in the system and temporal variation
water quality. Finally, information is only considered in the
stream direction and coverage does not extend in the downs
direction. Harmant et al.~1999! modified the objective functio
to introduce time dependence and water quality into the de
coverage model. The new form weighs the sampling tow
larger flows and older water. To emphasize nodes with lo
water quality, Woo et al.~2001! further modified the objective b
applying weights at each term by normalizing the concentra
by the source values. Thus, nodes with lower water qualit
ceived higher weights in the objective function.

All of the aforementioned models use the notion that if
downstream water quality is acceptable, then water supplie
fore reaching that node must be acceptable. The tendency
optimal solution is then to install meters at downstream loca
and where a mixture of flows exists. This basic idea holds fo
EWDS scheme, except that installing monitors at distant p
will miss or delay the detection of intrusions until many cons
ers have been affected.

Kessler and Ostfeld~1998!, Kessler et al.~1998!, and Ostfeld
and Kessler~2001! presented and applied a design methodo
for detecting random accidental contamination intrusions in
nicipal water distribution networks. The methodology is cap
of identifying an optimal set of monitoring stations, for a giv
level of service, allowing the capture of an accidental contam
tion intrusion to the system. The level of service is defined a
maximum volume of consumed contaminated water prio
detection. The methodology involved~1! the establishment of a
auxiliary network representing all possible flow directions in
system for a typical demand cycle;~2! the use of an all shorte
paths algorithm for the identification of domains of polluti
and ~3! a minimum covering set algorithm for choosing
optimal locations of the monitoring stations. The main shortc
ing in the work of Kessler and Ostfeld~1998!, Kessler et a
~1998!, and Ostfeld and Kessler~2001! lies in not taking into
account water dilution and water quality changes as they ar

tributed in the network, and in not explicitly addressing the un
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steady state of the hydraulics and contamination flow.
Recently, Bahadur et al.~2001, 2003! developed the Pipe

lineNet model that simulates the fate and transport of poten
introduced contaminants in water distribution systems. The m
simulates the flow and concentration of a biological or chem
agent injected at a system node and assesses the resultan
lation at risk.

Definitions and Assumptions
An early warning detection systemis defined as a distributed s
of monitoring stations that constantly~i.e., in real time! monitor
hazardous water quality constituents; apollution eventis a delib-
erate terrorist injection of a contaminant at one or several n
of the distribution system at given times, injection durations,
concentrations; thelevel of service~LOS! is themaximum volum
~MV ! of polluted water exposed to the public at a concentra
higher than aminimum hazard level~MHL ! ~e.g., an MV of 1,000
m3, at a concentration higher than an MHL of 0.3 mg/L!; a do-
main of pollution event~DOPE! is the set of all contaminate
nodes that correspond to a given pollution event and LOS~i.e., all
nodes whose concentrations are higher than the MHL, and w
cumulative volume equals the MV!; a domain of detection of
node ~DODN! is the set of all pollution events detectable b
monitoring station located at a specific node; andredundancyis
the relative number of pollution events detected by more than
monitoring station.

It is assumed that any node~i.e., source, tank, or consumer! at
any given time can become a source of pollution due to an e
nal injection, the spreading of a pollutant downstream of a
taminated node is dominated by advection, and that the dete
system is capable of providing real-time monitoring data@i.e., to
an Supervisory Control and Data Acquisition~SCADA! system#.

Methodology
The methodology is composed of two main stages—constru
of a randomized pollution matrix~RPM!, and maximum colum
coverage of the RPM using a GA.

Stage 1—Construction of Randomized Pollution Matrix

The first stage is the construction of an RPM, which is base
the pollution matrix ~PM! concept proposed by Kessler et
~1998!. The need for expanding the PM to an RPM arises f
the pollution events considered herein—explicit multiple ran
injections. Thus, realizations are needed to quantify possible
lution events.

The RPM is an (n3m) binary matrix, where the rows~n! refer
to the water distribution system nodes~i.e., sources, tanks, a
consumers!, the columns~m! refer to a randomized set of poll
tion events, and 1 and 0 refer to contaminated/noncontami
nodes, respectively.

The jth column lists all of the contaminated nodes due
pollution event up to the LOS~i.e., each column is a DOPE!,
while the ith row lists all of the pollution events that can
detected by a monitoring station located at Nodei ~i.e., each row
is a DODN!. The RPM therefore provides a stochastic repre
tation of the consequences of a set of randomized inje
events, imposed at the system nodes.

Stage 2—Maximum Column Coverage of Randomized
Pollution Matrix Using Genetic Algorithm

GAs ~Holland 1975; Goldberg 1989! are heuristic combinatori

search techniques that imitate the mechanics of natural selection

JOURNAL OF WATER RESOURCES PLANNING
u-

and natural genetics of Darwin’s principle of evolution. The b
idea is to simulate the natural evolution mechanisms of chr
somes ~represented by string structures! involving selection
crossover, and mutation. This is accomplished by creating a
dom search technique that combines survival of the fittest a
string structures with randomized information exchange.

A typical GA form involves the following three main stag
~1! initial population generation, where the GA generates
bundle of strings~termed population or generation!, with each
string being a coded representation of the decision variable~not
necessarily feasible!; ~2! computation of the strings’ fitness, where
the GA evaluates each string’s fitness~i.e., the value of the obje
tive function corresponding to each string!, giving a ‘‘fitness pen
alty’’ to infeasible strings; and~3! generation of a new popul
tion, where the GA generates the next population by perform
selection, crossover, and mutation. Selection involves the pr
of choosing chromosomes from the current population for re
duction according to their fitness values. Crossover involve
partial exchange of information between pairs of strings. M
tion refers to a random change in the location of one of

Fig. 1. Example 1—network layout and contamination details
Pollution Event 3~Fig. 2!

Table 1. GA Parameters Used

GA parameter Description

String Integer—size NOMS;1 . . .nn values for each bit
Selector Roulette
Crossover
type

Blending—a linear combination of the selected
parents

Elitism The best chromosome in each generation is
included unchanged in the next generation.

Crossover
probability

0.95

Mutation
probability

0.02

Number
of generations

50

Population
size

50

Running
time

Maximum of 2 min for a test case withnn519
@Anytown, U.S.A.~Walski et al. 1987!#;
RPM size of (nn,5nn2); machine—PC 850 MHz,
512 mB random-access memory
AND MANAGEMENT © ASCE / SEPTEMBER/OCTOBER 2004 / 379
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strings. Strings may have binary, integer, or real values. Du
the last decade, GAs became one of the more robust optimiz
techniques used in water distribution systems management.

Given a number of monitoring stations that comprise a ca
date detection system, a genetic algorithm is applied on the
rows for searching the set of rows with maximum column ma
ing. The fitness of each such set corresponds to the covera
the columns, with a maximum value of 1 if all pollution eve
are detectable by a candidate set of monitoring stations. The
come of this stage is an optimal detection system for a g
number of monitoring stations and a level of service.

The Appendix provides a summary of the proposed metho
ogy. Table 1 presents the GA parameters.

Applications

The methodology is demonstrated on two example applica
through base runs and sensitivity analysis runs. Example 1

Fig. 2. Example 1—example of randomized pollution matrix a
events

Table 2. Example 1—Demand Pattern

Time of day
Multiplier of

average demand

00–02 1.0
02–04 1.2
04–06 1.4
06–08 1.6
08–10 1.4
10–12 1.2
12–14 1.0
14–16 0.8
16–18 0.6
18–20 0.4
20–22 0.6
22–24 0.8
380 / JOURNAL OF WATER RESOURCES PLANNING AND MANAGEMENT
f

small ‘‘three loop’’ illustrative distribution system taken from
EPANET user’s manual~Example 1! ~U.S. 2001! and Example
is Anytown U.S.A.~Walski et al. 1987!.

Example 1

Example 1 consists of 12 pipes, eight consumers, a sour
pumping station, and an elevated storage tank~Fig. 1!. The sys
tem is subject to a 24-h demand pattern, as shown in Table 2
2 shows an example of an RPM~upper part!, and its correspond
ing polluted volumes and order~lower part!, for 10 randomize
pollution events, applied to Example 1. Pollution Event 3,
instance, consists of an injection at Node 11 at 21:30 and at
31 at 21:45 of a pure pollutant at a rate of 2 kg/min for 5
~Fig. 1!. As a result of that, Nodes 11, 12, 31, and 2 are cont
nated up to the level of service defined as 95 L~25 gal.!. The
minimum hazard level is 0.3 mg/L, and the probability of
nodes to be randomly injected is considered even.

Fig. 3 presents the outcome of Stage 2 of the methodolo
applied to the RPM as in Fig. 2, considering two candidate m
toring stations, and given that two exist—at Node 9~the source!
and at Node 2~the tank!. The optimal locations selected are
Nodes 21 and 32. The corresponding detection likelihood~DL! is
1 ~i.e., all contamination events are covered!, and the redundanc
is 4/9 ~i.e., four pollution events are detectable by more than
monitoring station!. Note that Pollution Event 7 is considere
‘‘success’’ ~i.e., a column of zeros!, as ‘‘only’’ 38 L ~out of an
LOS of 95 L! of polluted water were consumed~Fig. 2!. The
trade-off between the LOS and the number of monitoring sta
that comprise a candidate detection system~NOMS! will be ex-
plored further later. Figs. 4–7 provide sensitivity analysis for
ample 1.

Fig. 4 shows the trade-off between the DL and NOMS for
two, and three injections. The RPM for one injection was 3
@i.e., number of nodes3~60 min/5 min!324 h# DOPEs, each co
responding to a single pollutant injection event at each o
nodes, for each 5 min interval, up to 24 h. For two and t

corresponding polluted volumes and order for 10 randomized
nd its
© ASCE / SEPTEMBER/OCTOBER 2004
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injections, the RPM column size was 605~i.e., 53112). The LOS
was 190 L~50 gal.!, DT515 min, MHL50.3 mg/L, the pollution
injection rate~PIR!52 kg/min, PIR duration~DT!55 min, and
uniform probabilities were assigned to all nodes to be rand
injected. Fig. 5 presents the corresponding redundancy of th
sults in Fig. 4.

Fig. 4 shows an increase in the DL as the number of injec
decreases, given a fixed NOMS, and a decrease in the differ
between the detection likelihoods of the different injections
the NOMS increases~e.g., four monitoring stations versus se
monitoring stations!. Fig. 5 shows the opposite trend. That
given an NOMS~e.g., four!, as the number of injections i
creases, so does the redundancy. This can be explained as f
Since there are more injections situated into the system, th
decreases for a given NOMS, but the redundancy increase
more pollutants are diffused throughout the network, the lik
hood of more than one monitoring station revealing a contam
increases.

Fig. 6 shows the trade-offs between the LOS of 95, 190,
and 380 L, respectively, to the NOMS, for a single pollutant
jection event@i.e., the RPM size is~11, 3,168!#, uniform node
pollution probabilities, MHL50.3 mg/L, PIR52 kg/min, and
DT55 min. It can be seen from Fig. 6 that as the NOMS

Fig. 3. Example 1—example of optimal locations of two sugge
pollution matrix of 10 pollution events

Fig. 4. Example 1—trade-offs between detection likelihood
number of monitoring stations, for one, two, and three injec
events
JOURNAL OF WATER RESOURCES PLANNING
.

creases, so do the DL and the redundancy, regardless of the
For a given NOMS, the DL decreases as the LOS increases~e.g.,
given five monitoring stations DL50.9997 for LOS5380 L, ver-
sus DL50.8665 for LOS595 L!.

Fig. 7 shows a base run~BR! and 11 sensitivity analysis ru
performed with respect to the BR parameters. Sensitivity Ana
3 ~SA3!, for example, shows the algorithm response to setti
probability of zero to have a pollution event at Node 21, wh
results in a DL increase from 0.9842 at the BR to 0.9955.
SA4, the model response to having only one monitoring stati
Node 9 results in a DL decrease from 0.9842~BR! to 0.9725.

Example 2

Example 2 presents the model application to Anytown, U.
~Walski et al. 1987! ~Fig. 8!. Anytown, U.S.A. is comprised of 3
pipes, 16 consumers, two 1,610 m3 ~56,832 FE3! elevated storag
tanks, one pumping station, and one well. The tanks are ass
to be cylindrical between their minimum and maximum lev
The water level in the well is maintained at an elevation of
~10 ft!. The pipes, nodes, tanks, pumping station characteri
and the 24-h demand flow pattern are exactly as in Anytown
thus are not repeated herein.

Figs. 9 and 10, and Table 3 provide results for a leve

monitoring stations and their corresponding redundancy for ra

Fig. 5. Example 1—trade-offs between redundancy and numb
monitoring stations, for one, two, and three injection events
sted
AND MANAGEMENT © ASCE / SEPTEMBER/OCTOBER 2004 / 381
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service of 1,893 L~500 gal.!. Fig. 9 graphs the trade-off betwe
the number of monitoring stations and the DL for one, two,
three pollutant injection events. Table 3 gives detailed result
two pollutant injections, including the monitoring station lo
tions, the DL, and the average contaminated volume consum
first detection. Fig. 10 illustrates the trade-off between the nu
of monitoring stations and the corresponding redundancy for
lution events involving two injections.

Fig. 6. Example 1—trade-off between level of serv

Fig. 7. Example
382 / JOURNAL OF WATER RESOURCES PLANNING AND MANAGEMENT
Conclusions

Following September 11, 2001, a potential attack on water d
bution systems by the injection of contaminants is considere
of the most serious threats to society.

Real-time pollutants monitoring when combined with netw
modeling can play an important role in tracking and contai
the spread of contaminants throughout a water distribution

d number of monitoring stations for single injection event

ensitivity analysis
ice an
1—s
© ASCE / SEPTEMBER/OCTOBER 2004
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tem, thus providing an effective early warning system for enh
ing drinking water distribution systems security. Presented
demonstrated herein is a methodology for finding the opt
layout of an early warning detection system, comprised of a s
detection stations, for municipal water distribution systems s
rity. The methodology, composed of two main stages~construc
tion of a randomized pollution matrix and maximum column c
erage of the RPM using a GA!, was demonstrated using tw
example applications.

The main limitation of the proposed model is the real-t
assumption of the monitoring equipment. On-line monitors e

Fig. 8. Example 2—network schematic for Anytown, U.S.A.

Fig. 9. Example 2—trade-off between number of monitoring stat
and detection likelihood for level of service of 1,893 L~500 gal.!

Fig. 10. Example 2—trade-off between number of monitoring
tions and their redundancy for two injections and level of 1,893 l
~500 gal.! ~Fig. 9!
for turbidity, residual chlorine, pH, etc., serving as indirect indi-

JOURNAL OF WATER RESOURCES PLANNING
cators of pollutant intrusion levels. However, this situation is
idly changing, with the recognition of the critical need for on-
water quality hazard monitoring equipment, on one hand,
advances in research technology prototype products, on the

Future research is suggested to cope with the following to
considering contamination injections along pipelines~i.e., not
necessarily through system nodes!; using different LOS measure
taking explicitly into account a delay of the monitoring equipm
in enlightening hazard intrusions; using more sophisticated M
Carlo simulation techniques to reduce the size, and thus the
putational efforts of constructing the RPM; and testing the m
odology on more complex water distribution systems.
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Notation

The following symbols are used in this paper:
GAG ~gc! 5 genetic algorithm generation at Generation gc;

nn 5 number of WDS nodes; and
NOPE 5 number of pollution events.

Appendix. Summary of Proposed Methodology

This appendix summarizes the proposed methodology.

Stage 1—Construction of the Randomized Pollution
Matrix

INPUT
1. Water distribution system dataare as follows:~1! WDS to-

pology; ~2! consumers’ demand patterns;~3! pipes ~diam-
eters, Hazen-Williams friction coefficients, and lengths!; ~4!
pumps~flow-head curves!; ~5! tanks~elevations, diameter
and initial, minimum, and maximum levels, respective!;
~6! constant head sources~constant head data!; ~7! valves
~types and settings!; and ~8! WDS operational rules.

2. Pollution event dataare as follows:~1! locations of existing
monitoring stations~e.g., at sources or at tanks!; ~2! settings
of node injection probabilities@i.e., probability settings o
specific nodes that have a higher likelihood than others
potential injection locations~e.g., sources or tanks!; with no
specific data, all nodes are set to have even probabiliti
be injected#; ~3! pollution event settings—number of inje
tions~NOI! per pollution event~up to three injections!, times

Table 3. Example 2—Detailed Results for Two Injections~Fig. 9!

Number of
monitoring
stations

Monitoring
station locations

Detection
likelihood

Average contaminated
volume at first detectio

~L!

One 160 0.618 693
Two 70; 160 0.855 500
Three 90; 110; 140 0.956 628
Four 70; 80; 90; 160 0.998 367
Five 80; 90; 110; 140; 160 0.999 424
between consecutive injections (DT) ~e.g., 20 min!, level of
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service ~e.g., 1,000 m3!, minimum hazard level~e.g., 0.3
mg/L!, pollutant injection rate and its duration~DT! @e.g., 2
kg/min for 5 min~i.e., a total amount of 10 kg of an inject
pollutant at 100% pure contamination concentration!#; ~4!
number of pollution events~i.e., the number of columns
the RPM!; and~5! maximum simulation duration~MSD!—a
maximum predefined simulation duration~MSD@demand
cycle!.

3. RPM constructionis as follows:
Repeat

While tracking contamination movement for quantity
quality

Randomly select an injection starting time
Repeat

• Randomly select a WDS node,
• Inject pollutant at 100% concentration at PIR for DT at

selected node, and
• Move DT in time

Until NOI
UNTIL min (time to LOS, MSD) for all NOI

Construct the DOPE 0-1 column in compliance with the g
LOS and MHL input dataUntil NOPE.

Stage 2—Maximum Column Coverage of RPM Using
Genetic Algorithm

Initialization
• Set the generation counter~gc50!,
• Generate a random initial population genetic algorithm gen

tion @~GAG!~0!#, and
• Evaluate the GAG~0! strings fitness.

Main Scheme
Repeat
• Set gc5gc11,
• Generate GAG~gc! using GAG ~gc-1!, through selection

crossover, and mutation, and
• Evaluate the GAG~gc! strings fitness
Until gcMax, where gcMax5maximum number of generations

General Comments

1. Each GA chromosome is an integer string of size NO
where NOMS5number of monitoring stations that compr
a candidate detection system. Each integer number o
string can receive any integer value up tonn ~total WDS
nodes number! @e.g., if NOMS53, andnn515, then a pos
sible GA string has the form of 7, 6, 3~i.e., candidate mon
toring stations at Nodes 7, 6, and 3!#; 14, 12, and 3 stand fo
candidate monitoring stations at Nodes 14, 12, and 3, a
on. If a monitoring station already exists at a specific lo
tion of a candidate string, or if a node injection probab
equals zero at a specific chosen node, then the string is
sidered nonfeasible.

2. The fitness of each string corresponds to the columns’
erage~i.e., the DL!, with a maximum value of 1 if all pollu
tion events are detectable by the candidate set of monit
stations. For each DL value, a corresponding redundan
defined as the relative number of instances in which m
than one monitoring station has revealed the pollution e

3. In most cases, an NOPE553nn2 was sufficient to receive
stable solution for two or three pollution event injections

the case of a pollution event of one injection, each of the
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nodes was injected at a resolution of 5 min, up to a tot
24 h—the demand cycle considered.

4. If a pollution event has not ‘‘reached’’ the given LOS~i.e.,
the simulation has reached the MSD!, then its correspondin
column is filled with zeros. Such an event is consider
success~i.e., no need for monitoring stations for that ev
as the pollution event is not hazardous!.
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