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Abstract: Deliberate contamination is generally viewed as the most serious potential terrorist threat to water systems. Chemical or
biological agents could spread throughout a distribution system and result in sickness or death among the people drinking the water. Sinc
September 11, 2001 the U.S. Environmental Protection Agency’s water protection task force and regional offices have initiated massivi
actions to improve the security of the drinking water infrastructure. A methodology is presented for finding the optimal layout of an early
warning detection systetEWDS). The detection system is comprised of a set of monitoring stations aimed at capturing deliberate
external terrorist hazard intrusions through water distribution system nodes—sources, tanks, and consumers. The optimization conside
extended period unsteady hydraulics and water quality conditions for a given defensive level of service to the public, defined as &
maximum volume of polluted water exposure at a concentration higher than a minimum hazard level. Such a scheme provides an EWD
for a deliberate terrorist external hazard intrusion, as well as for accidental contamination entries under unsteady conditions—a probler
that currently has not been solved. The methodology is cast in a genetic algorithm framework for integration with EPANET and is
demonstrated through two example applications.
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Introduction network. A contaminant can be injected at any connection to a

water distribution system using a pump or a mobile pressurized
Since September 11, 2001 the U.S. Environmental PI’OtECtiOntank’ capable of overcoming the system pressure. Although back-
Agency's (U.S. EPA water protection task force and regional flow preventers provide an obstacle, they do not exist at all con-
offices have initiated massive actions to improve the security of nections and some might not be functional. Thus, identification of
drinking water and wastewater infrastructure. This has been car-an intrusion must be made with information acquired within the
ried out by providing grant assistance to large publicly owned distribution system itself. The ability to monitor water quality
drinking water facilities, supporting the development of tools, of- within the system is a significant concern. No formal procedures
fering training and technical assistance for small and medium or guidelines exist at present on where and how to locate water
drinking water and wastewater utilities, and promoting informa- quality monitoring stations for drinking water distribution sys-
tion sharing and research to improve treatment and detectiontems security, subject to unsteady hydraulics and water quality
methods. conditions.

Water distribution systems are spatially diverse. As such, they  presented herein is the development and demonstration of a
are inherently vulnerable to physical, chemical, or biological methodology for finding the optimal layout of an early warning
threats. In general, phySical disruptions can result in Significant detection SystemEWDS)’ Comprised of a set of monitoring sta-
economic cost inconvenience, but the direct threat to humantions aimed at capturing deliberate external terrorist hazard intru-
health is limited. Contrary to that is contamination intrusion, sjons through water distribution system nodes, such as sources,
chemical and/or biological, which is one of the most serious po- tanks, and consumers. Consideration is given to extended period
tential threats to water distribution systems consumers. unsteady hydraulics and water quality conditions for a given de-

For harmful contaminants to reach the consumer taps, a delib-fensive level of service to the public, defined as a maximum vol-
erate intrusion must occur within the sources or within the pipe yme of polluted water exposure at a concentration higher than a
minimum hazard level. The main limitation of the proposed meth-
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deterioration of the water quality within the network itself can provides information about water at the upstream nodes. With this
severely harm public healttGeldreich 1991 idea, a set covering problem for the monitoring locations is for-

Ideally every system node should be monitored for the maxi- mulated to maximize the representativeness of the water samples.
mum protection of public health, which obviously leads to a Nodal contributions are determined using a steady-state source
monitoring system of maximum cost. On the other hand, if one contribution analysi$Boulos and Altman 1993 After flow paths
assumes that the water quality does not change as it is distributechave been defined, the source contribution from all sources can be
through the network, only the sources would need to be moni- determined. Each node in succession is then considered as a
tored. Since phenomena in the network itdelfg., a deliberate source node, and the distribution of flow from this node is com-
terrorist intrusion, hazards, corrosion, or trinalomethaifé$M) puted. A matrix is then formed that identifies upstream nodes
formationg can cause water quality changes, there is a need tosupplying a downstream node, and the proportion of water that
monitor within the entire network, and not just the sources. The passed through the upstream nddefined as the water fractipn
goal of an EWDS is to reliably identify a contamination event to the downstream junction. Subsequently, the sampling design
(accidental or deliberaten source water or distribution systems, question is how to maximize the coverage of the water in the
in sufficient time to allow an effective response that reduces or distribution system with a minimum number of measurements.
avoids adverse impacts that may result from such an event. Lee and Deininger solved the optimization problem using an in-

Real-time devices for monitoring biological and chemical in- teger programming method. Next, Kumar et @997 applied a
dicators of contamination&.g., e-coli are the subject of inten-  greedy heuristic-based algorithm to the same problem. The algo-
sive ongoing research activity. In 1990 the EPA promulgated rules rithm provided similar results for the small example solved by
requiring that water quality standards must be satisfied at the Lee and Deininger, but no proof of global optimality was shown.
consumer taps rather than at the source treatment plants. ThifAl-Zahrani and Moied2001) applied a genetic algorithitGA) to
initiated the need for water quality modeling and raised other solve the same model.
problems to assist utilities in meeting that goal. From an engineering perspective, the demand coverage

The control of pressure is commonly achieved by booster method(Lee and Deininger 1992; Kumar et al. 1997; Al-Zahrani
pumps and pressure reducing valves, while water quality can beand Moied 2001 has several limitations. First, it only considers
controlled by booster chlorine injectioiiBool and Lansey 1997; steady-state water quality conditions that are usually not
Boccelli et al. 1998; Boccelli and Uber 200and by monitoring. achieved. Second, the method does not consider the residence
Since the injection process does not affect water flow, it can be time that water spends in the system and temporal variation of the
shown that if chlorine decay follows a first order reaction, then water quality. Finally, information is only considered in the up-
the response at a node is linear with respect to an injection at astream direction and coverage does not extend in the downstream
booster location(Boccelli et al. 1998 In a linear system, the  direction. Harmant et al(1999 modified the objective function
response can be scaled by the injection rate. This linearity rela-to introduce time dependence and water quality into the demand
tionship has been used as the basis of a linear programming probcoverage model. The new form weighs the sampling toward
lem to determine the booster injection rates that minimize the larger flows and older water. To emphasize nodes with lower
total mass of chlorine injected, while maintaining a desired chlo- water quality, Woo et al(2002) further modified the objective by
rine level at all nodes for all time@ool and Lansey 1997; Boc- applying weights at each term by normalizing the concentrations
celli et al. 1998. The decision variables in this problem are the by the source values. Thus, nodes with lower water quality re-
amounts of chlorine to be injected in situ at the boosters. ceived higher weights in the objective function.

Optimal booster locations are an extension of the booster op-  All of the aforementioned models use the notion that if the
eration problem. Here, the decisions are the location of the boost-downstream water quality is acceptable, then water supplied be-
ers and their injection rates for a typical day. The objective of the fore reaching that node must be acceptable. The tendency in the
location/operation problem is to minimize the mass of chlorine optimal solution is then to install meters at downstream locations
injected for a desired number of satellite boosters or to minimize and where a mixture of flows exists. This basic idea holds for the
the cost of new booster stations, while limiting the amount of EWDS scheme, except that installing monitors at distant points
chlorine injected. This problem can be regarded as an inverse typewill miss or delay the detection of intrusions until many consum-
of the monitoring location problem, in that the sources of the ers have been affected.
injected material are to be identified to satisfy desired levels at all ~ Kessler and Ostfeld1998, Kessler et al(1998, and Ostfeld
locations. The monitoring problem is to identify the source of the and Kessle(200) presented and applied a design methodology
contaminant from measurements throughout the system. Poolffor detecting random accidental contamination intrusions in mu-
(2002 formulated and solved the location problem as a mixed nicipal water distribution networks. The methodology is capable

integer linear programming problertMILP) using linear re- of identifying an optimal set of monitoring stations, for a given

sponse functions. Tryby and Ub&001) solved an MILP model level of service, allowing the capture of an accidental contamina-
using water age as the basis for determining sample “representation intrusion to the system. The level of service is defined as the
tiveness.” maximum volume of consumed contaminated water prior to

Monitoring water quality varies throughout a distribution sys- detection. The methodology involved) the establishment of an
tem, and verifying that acceptable water quality is delivered to auxiliary network representing all possible flow directions in the
consumers is not straightforward. EPA regulations require that system for a typical demand cycl€) the use of an all shortest
samples be taken at locations representative of the water qualitypaths algorithm for the identification of domains of pollution;
in the system. “Representative” has not been explicitly defined, and (3) a minimum covering set algorithm for choosing the
and several approaches have been developed to quantify thi®ptimal locations of the monitoring stations. The main shortcom-
term. ing in the work of Kessler and Ostfell998, Kessler et al.

Lee and Deininger(1992 developed a procedure based on (1998, and Ostfeld and Kesslg2001) lies in not taking into
steady-state flow under one or more demand patterns. Theaccount water dilution and water quality changes as they are dis-
premise is that sampling at a location supplied by upstream nodedributed in the network, and in not explicitly addressing the un
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steady state of the hydraulics and contamination flow.

Table 1. GA Parameters Used

Recently, Bahadur et al2001, 2003 developed the Pipe- g parameter

Description

lineNet model that simulates the fate and transport of potentially —
introduced contaminants in water distribution systems. The model String
simulates the flow and concentration of a biological or chemical Selector
agent injected at a system node and assesses the resultant pop&rossover

lation at risk. type
Elitism

Definitions and Assumptions

An early warning detection systein defined as a distributed set ~ Crossover

of monitoring stations that constantie., in real tim¢ monitor probability
Mutation

hazardous water quality constituentspa@llution events a delib-
erate terrorist injection of a contaminant at one or several nodesProbability
of the distribution system at given times, injection durations, and Number _
concentrations; thkevel of servicdLOS) is themaximum volume  ©f generations
(MV) of polluted water exposed to the public at a concentration Population

higher than aninimum hazard levéMHL ) (e.g., an MV of 1,000 size _
m®, at a concentration higher than an MHL of 0.3 mpg/a do- Running
time

main of pollution even{DOPB is the set of all contaminated
nodes that correspond to a given pollution event and @S all
nodes whose concentrations are higher than the MHL, and whose

Integer—size NOMSL . . .nn values for each bit
Roulette

Blending—a linear combination of the selected two
parents

The best chromosome in each generation is

included unchanged in the next generation.

0.95

0.02

50

50

Maximum of 2 min for a test case withn=19
[Anytown, U.S.A.(Walski et al. 1987];

RPM size of in,5nn?); machine—PC 850 MHz,
512 mB random-access memory

cumulative volume equals the MVa domain of detection of a
node (DODN) is the set of all pollution events detectable by a
monitoring station located at a specific node; aedundancyis

and natural genetics of Darwin’s principle of evolution. The basic

the relative number of pollution events detected by more than oneidea is to simulate the natural evolution mechanisms of chromo-

monitoring station.
It is assumed that any nodee., source, tank, or consumet

somes (represented by string structuyesvolving selection,
crossover, and mutation. This is accomplished by creating a ran-

any given time can become a source of po”ution due to an exter-dom search teChnique that combines survival of the fittest among
nal injection, the spreading of a pollutant downstream of a con- String structures with randomized information exchange.
taminated node is dominated by advection, and that the detection A typical GA form involves the following three main stages:

system is capable of providing real-time monitoring data., to
an Supervisory Control and Data Acquisiti®®CADA) systen.

(1) initial population generation where the GA generates a
bundle of strings(termed population or generatiprnwith each

string being a coded representation of the decision varighlets

Methodology

necessarily feasiblg(2) computation of the strings’ fithesshere

The methodology is composed of two main stages—constructionthe GA evaluates each string’s fitndgs., the value of the objec-

of a randomized pollution matrigRPM), and maximum column
coverage of the RPM using a GA.

tive function corresponding to each strjngiving a “fithess pen-
alty” to infeasible strings; and3) generation of a new popula-

tion, where the GA generates the next population by performing
selection, crossover, and mutation. Selection involves the process
of choosing chromosomes from the current population for repro-
duction according to their fitness values. Crossover involves the
partial exchange of information between pairs of strings. Muta-
tion refers to a random change in the location of one of the

Stage 1—Construction of Randomized Pollution Matrix

The first stage is the construction of an RPM, which is based on
the pollution matrix (PM) concept proposed by Kessler et al.
(1998. The need for expanding the PM to an RPM arises from
the pollution events considered herein—explicit multiple random
injections. Thus, realizations are needed to quantify possible pol-
lution events.

The RPM is an (X m) binary matrix, where the row@®) refer Inecton tne: 2430 for S 2 [ Tenk
to the water distribution system nodése., sources, tanks, and ﬂ 457 | 61
consumerg the columngm) refer to a randomized set of pollu- 9 10 .26 457 1V 216 356 2le2s o 3 o212
tion events, and 1 and O refer to contaminated/noncontaminated oo 0 3155 10 1609 10 1609 6
nodes, respectively.

Th_eJth column lists all of the contaminated npdes due to a 2sa | 1609 205 | 1600 203 | 1600
pollution event up to the LOSi.e., each column is a DORE
while the ith row lists all of the pollution events that can be Legend wlas ass  m| 22 ses 3] 210

_detected by a monitoring station Iocat_ed at Nodee., e_ach row N1 | <213 Growndlevel (m) T o e P—— 0
is a DODN. The RPM therefore provides a stochastic represen- 10 Demand (Ls)

tation of the consequences of a set of randomized injection

events, imposed at the system nodes. i

1609  Pipe length (m)

Pipe diameter (mm) 203 | 1609 152 | 1609

Injection time: 21:45 311 213
Injection rate: 2 kg / min
for 5 min 6

152 321 +216
1609 6

Stage 2—Maximum Column Coverage of Randomized

Pollution Matrix Using Genetic Algorithm
GAs (Holland 1975; Goldberg 198%re heuristic combinatorial Fig. 1. Example 1—network layout and contamination details of
Pollution Event 3(Fig. 2

search techniques that imitate the mechanics of natural selection
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Table 2. Example 1—Demand Pattern small “three loop” illustrative distribution system taken from the
EPANET user’s manugExample 1 (U.S. 200} and Example 2

Multiplier of : ’
Time of day average demand is Anytown U.S.A.(Walski et al. 198Y.
00-02 1.0 Example 1
02-04 1.2 . . .
04-06 14 Example 1 consists of 12 pipes, eight consumers, a source, a
06—08 16 pumping station, and an elevated storage téfig. 1). The sys-
08-10 1.4 tem is subject to a 24-h demand pattern, as shown in Table 2. Fig.
10-12 12 2 shows an example of an RP{Mpper par, and its correspond-
12-14 1.0 ing polluted volumes and orddlower parj, for 10 randomized
14-16 0.8 pollution events, applied to Example 1. Pollution Event 3, for
16-18 0'6 instance, consists of an injection at Node 11 at 21:30 and at Node
18-20 0'4 31 at 21:45 of a pure pollutant at a rate of 2 kg/min for 5 min
20-22 0'6 (Fig. 1. As a result of that, Nodes 11, 12, 31, and 2 are contami-
9924 0'8 nated up to the level of service defined as 9%2b gal). The

minimum hazard level is 0.3 mg/L, and the probability of all
nodes to be randomly injected is considered even.
strings. Strings may have binary, integer, or real values. During  Fig. 3 presents the outcome of Stage 2 of the methodology if
the last decade, GAs became one of the more robust optimizationapplied to the RPM as in Fig. 2, considering two candidate moni-
techniques used in water distribution systems management. toring stations, and given that two exist—at Nodél® source
Given a number of monitoring stations that comprise a candi- and at Node 2Athe tanR. The optimal locations selected are at
date detection system, a genetic algorithm is applied on the RPMNodes 21 and 32. The corresponding detection likelih@io) is
rows for searching the set of rows with maximum column match- 1 (i.e., all contamination events are coveyeahd the redundancy
ing. The fitness of each such set corresponds to the coverage ofs 4/9 (i.e., four pollution events are detectable by more than one
the columns, with a maximum value of 1 if all pollution events monitoring station Note that Pollution Event 7 is considered a
are detectable by a candidate set of monitoring stations. The out-“success” (i.e., a column of zergs as “only” 38 L (out of an
come of this stage is an optimal detection system for a given LOS of 95 L) of polluted water were consumegFig. 2). The

number of monitoring stations and a level of service. trade-off between the LOS and the number of monitoring stations
The Appendix provides a summary of the proposed methodol- that comprise a candidate detection sysi&N®MS) will be ex-
ogy. Table 1 presents the GA parameters. plored further later. Figs. 4—7 provide sensitivity analysis for Ex-
ample 1.
Fig. 4 shows the trade-off between the DL and NOMS for one,
Applications two, and three injections. The RPM for one injection was 3,168

[i.e., number of nodes(60 min/5 minx24 h] DOPEs, each cor-
The methodology is demonstrated on two example applicationsresponding to a single pollutant injection event at each of the
through base runs and sensitivity analysis runs. Example 1 is anodes, for each 5 min interval, up to 24 h. For two and three

Random contamination events

[ e i
f 1 f 2 | 3 | 4 | 5 3 f 7 [ 8 | 9 [ 10
» (WIT In [T n[ 7 [N[T INTT IN[T N[ TIN[TINTT [N[T
ﬁ [ [17:30 | 32 [5:45 [11 [21:30 |12 [ 22:05 [32 [18:20 [ 11 [21:45 [13 [20:10 [ 21 [ 8:50 |32 | 2:10 | 9 | 4:25
[10 [17:45 [ 21 [ 6:00 [31 [21:45 [ 9 [22:20 [21 [18:35 [10 | 22:00 32 [20:25 [31 [ 9:05 [23 [ 2:25 | 21 | 4:40
G 1 f 0 | 0 [ 1 { 0 i 1 | 0 ] 0 | 0 | 1
IETO 1 [ 0 | 1 | 1 | 0 i 1 [ o | ) [ 0 | [}
127 [ [ [} I 1 { 1 il 0 f 1 [ 0 [ 0 [ 0 [ 0
[ o f 0 [ [o [ e C o o [ o 1 0
T 21 | 0 I 1 | [ | ) 1 b 0 | 0 f 1 [ ] | 1
= [ o [ o [ o [ e [ o [ e [ o [ o [ o | o
N 0 f 0 [ 0 [ o o 0 [ 0 o [« e
[3 0 | 0 [T ) o T o [ 0 [ 1 [0 [0
[ 32 0 | 1 [ ) | 0 [ 1 [ 0 | 0 f 0 | 1 [ 0
[o] 1 [ 0 [o [ I 0 [ o [o [ [T
2 7 0 | 0 | 1 | 1 | 0 { 1 f 0 [ [) [ 0 | )
i B . Polluted volumes and polluted order L o
T7i0 e | 0 R T T R R T T I D T )
[T11 [Teas(3) | 0 [T189(1) | 379(5) | 0 [189(1) | 0 | 0 [ 0 | 0
T2 | [) [ 0 ["568(3) [ 284(1) | 0 [s6.8(3) | [ ] ) | ) I 0
[13 [ o [ 0 [o [ 9 ..o [0 [18o() [ o [ 0 [0
q 2] 0 [Ta73(2) | 0 [ 0 [T473(2) | 0 | 0 [T2a9Q) | 0 [766.2(3)
22 [) [ 0 | 0 | 0 [ 0 Bl 0 | 0 I 0 | 0 [ 0
[ 237 ] 0 [ 0 [ 0 [ 0 | 0 I 0 [ 0 [ 0 [ 0 I 0
S Mo [ 126 [ 0 o [ o 0 [esa@ [ o [ o
732 [} 379 | 0 | 0 [73151) | 0 188 (@ | 0 aa2@y | 0
e 1o [0 o [To@ o oo o [0 [0 [om.
2 1 0 [ 0 [Lo@ [ o@ 0 o@ T o [0 [L..0 [0
Jecrev [ 9a6 [ 852 [ 883 [ 63 [ 788 [ 757 [ 328 | 943 [ 442 | 662

Legend: N =node; T = Time; CTPV = consumed total polluted volume (liters); 94.6 (3) = polluted volume of 94.6 liters
(25 gallons) (third node has been polluted)

Fig. 2. Example 1—example of randomized pollution matrix and its corresponding polluted volumes and order for 10 randomized pollution
events
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[m]1745[21\600]31{2145.9 |2220\z1|1335[1o 22:00 [32 [20:25 |31 {9:05 |23 [2:25 [21 [a:a0
r [0 [ 1 [ 70 ] e 1 [ o [ 1 [ o [0 T 0 | 1
I [11 ] 1 [0 | 1 l 1 [ o [ 1 [ 0 o | o
I [12 [ o [0 | 1 [ 1 o [ 1 [ o 0 o [ o
I [13 [ o [ o [ o [ o [ o 0 [ 0 o | e
fsus [ 21 [ 0 [T o [ o M 0 [ o 1 o | 1
) 22 [ o [Jof [ o [ o | Jo o [ o | o o | Jo
| [22 [ o [Tl T o [ o [ o] 0 [ o [ o o [ Jo
[ [3a | o [To|l | 1 o o [ o [0 [T o | e
[sms [ 32 | o Fla| T o [ o E [0 [0 [0 T 12 | o
[ems | o [ 1 [0 [ o 1 ) [ o [ o T o 4
[ems [ 2 [ o [ o [ 1 1 [ o T r [ e [ o [ o
T T T T

| 'Redundancy — detection by more than one monitoring station |

Legend: N =node; T = time; MS = monitoring stations; SMS = suggested monitoring station; EMS = existing monitoring station

Fig. 3. Example 1—example of optimal locations of two suggested monitoring stations and their corresponding redundancy for randomized
pollution matrix of 10 pollution events

injections, the RPM column size was 60%., 5x 11%). The LOS creases, so do the DL and the redundancy, regardless of the LOS.
was 190 L(50 gal), AT=15 min, MHL=0.3 mg/L, the pollution For a given NOMS, the DL decreases as the LOS incre@sgs
injection rate(PIR)=2 kg/min, PIR durationDT)=5 min, and given five monitoring stations DE0.9997 for LOS=380 L, ver-
uniform probabilities were assigned to all nodes to be randomly sus DL=0.8665 for LOS=95 L).
injected. Fig. 5 presents the corresponding redundancy of the re- Fig. 7 shows a base ruBR) and 11 sensitivity analysis runs
sults in Fig. 4. performed with respect to the BR parameters. Sensitivity Analysis

Fig. 4 shows an increase in the DL as the number of injections 3 (SA3), for example, shows the algorithm response to setting a
decreases, given a fixed NOMS, and a decrease in the differencegrobability of zero to have a pollution event at Node 21, which
between the detection likelihoods of the different injections, as results in a DL increase from 0.9842 at the BR to 0.9955. For
the NOMS increase&e.g., four monitoring stations versus seven SA4, the model response to having only one monitoring station at
monitoring stations Fig. 5 shows the opposite trend. That is, Node 9 results in a DL decrease from 0.98&R) to 0.9725.
given an NOMS(e.g., fou), as the number of injections in-
creases, so does the redundancy. This can be explained as follow
Since there are more injections situated into the system, the DL
decreases for a given NOMS, but the redundancy increases. A€Example 2 presents the model application to Anytown, U.S.A.
more pollutants are diffused throughout the network, the likeli- (Walski et al. 1987 (Fig. 8). Anytown, U.S.A. is comprised of 34
hood of more than one monitoring station revealing a contaminant pipes, 16 consumers, two 1,616 66,832 FE) elevated storage
increases. tanks, one pumping station, and one well. The tanks are assumed

Fig. 6 shows the trade-offs between the LOS of 95, 190, 285, to be cylindrical between their minimum and maximum levels.
and 380 L, respectively, to the NOMS, for a single pollutant in- The water level in the well is maintained at an elevation of 3 m
jection event[i.e., the RPM size i€11, 3,168], uniform node (10 ft). The pipes, nodes, tanks, pumping station characteristics,
pollution probabilities, MHI=0.3 mg/L, PIR=2 kg/min, and and the 24-h demand flow pattern are exactly as in Anytown, and
DT=5 min. It can be seen from Fig. 6 that as the NOMS in- thus are not repeated herein.

Figs. 9 and 10, and Table 3 provide results for a level of

SExample 2

0.98
0.96 +-
8 093 4 e
£ 091 Detection
= .88 +-----; likelihood |---
E :
= X >
c O =
[~} ©
5 2 °
12} =
9 A H i
% 3 9 increase
S o ‘ «
0.71 e
0.68 T {
3 4 5 6 7 : |
Number of monitoring stations 3 4 s 6 7

[+ One injection 8- Two injections —& Three injections| Number of monitoring stations

[+ One injection -B- Two injections —& Three injections|

Fig. 4. Example 1—trade-offs between detection likelihood and
number of monitoring stations, for one, two, and three injection Fig. 5. Example 1—trade-offs between redundancy and number of
events monitoring stations, for one, two, and three injection events

JOURNAL OF WATER RESOURCES PLANNING AND MANAGEMENT © ASCE / SEPTEMBER/OCTOBER 2004 / 381



LOS NOMS Existing monitors Proposed detectlon system Detection | Redundancy
(liters) I ‘ likelihood
Source Tank I— : ‘F‘_ ]
: (Node 9) (Node 2) | 10 1 11 12 |13 ; 21 122 1233132
: [ 3 f + Lo+ 1 T T T L T I T oess | o082t
a0+ T+ T T+ T [ [+ [T Torms [ 00824
L5 T+ 1T + L+ T 7 [+ [+ [ o865 [ 0086
(l o5 [ 6 | + [ + T+« T+ [+71T T+71 7T o920 [ 00900
77 ¥ | + [T+« [+ [+ T+ 1T T+7T1 Toveis8 [ 01852
: T8 [« [« [ I+T+ T+« T+« [+ [ [ [+ 70995 [ 0259
. Co T« T+ T l+l+ [+ [+T+ [+ [+ T 10 [ 02272
3 T + T '+ T [ U0 T+ T 1 To8z3 | oo#s
4 7 + \ + [ T+ [ T [+ 71 T T To9s | o138
o0 L5 T+ [+ [ T+ T T+T+1 [ 1 Tosea2 [ 02064
: 6 T« T % U+ T+ T+ T+ [T To9e | 02232
ez T e L L Tl T+ T+ T 1 1 10 [ 03573
: 3 [+ [+ 7T 1T 1T T T+ [ 1 1Too069 [ 0078
H &+ T + I+ T [ I T+71T 1 T To9% | o185
ses |5 L+ N+ U T+ T« [T T09%2 | 02955
Lo T+ 1 "+ T [+ T+l T+ [+ [ [ [ [o994 | 03933
: 7 1T+ [ '+ T+ [+ T+ [+ 1+ T 10 [ o428
377 7+ [+ T 77077077 7T+T T T To93 [ 00975
H T4 7 + | + [ T T T+ [+ 1T 7T T o998t [ 02431
B e [+ [+ [ T+ [+ Tosser [ 0253
e T« T« T T+ T T+« + 7 711 10 [ o034

Legend: + = optimal proposed monitoring station location; LOS = level of service; NOMS = number of monitoring
stations

Fig. 6. Example 1—trade-off between level of service and number of monitoring stations for single injection event

service of 1,893 (500 gal). Fig. 9 graphs the trade-off between Conclusions

the number of monitoring stations and the DL for one, two, and

three pollutant injection events. Table 3 gives detailed results for Following September 11, 2001, a potential attack on water distri-
two pollutant injections, including the monitoring station loca- bution systems by the injection of contaminants is considered one
tions, the DL, and the average contaminated volume consumed abf the most serious threats to society.

first detection. Fig. 10 illustrates the trade-off between the number  Real-time pollutants monitoring when combined with network
of monitoring stations and the corresponding redundancy for pol- modeling can play an important role in tracking and containing

lution events involving two injections. the spread of contaminants throughout a water distribution sys-
I DATA [ RESULTS
I Genetic algorithm
’ Case EML ‘ F event par -] par 9 s PMSL bL ‘ R
[ npP E [DBIE | LOS | MHL | PFD | NOG [ PS | M ;
[ BR [2;9 [ even ‘1 1 [ NA [ 190 [ 03 [ 2 [ s0 7 50 002 [11;21;22 | 0.9842 | 0.2064
[ sa1 [2;9 even 2 [ 15 [ 190 [ 03 | 2 50 [ s0 [ 002 [11;22;31 | 09702 [ 03702
[sm2 T2;9 [ een {3 [ 15 [190 [ 03 [ 2 [ 50 [ 50 [ o002 [11;21;22 09488 [0.5041 |
SA3 [2;9 [Pa1=0 1 [ NA | 190 03 [ 2 1 50 [ 50 [ 002 [11;13;22] 09955 | 0.1667
[sma [ 9 | even 1 [ NA | 190 03 | 2 T 50 [ 50 [ 002 [12;21;227] 09725 | 0.2109
["sas [2;9 | even [ 3 [ 120 7190 7 03 [ 2 [ 50 [ 50 [ 002 [12;21;32 [09455 | 0.3603
[sa6 [2;9 ] even [ 1 [ NA T 190 [ 03 [ 1 [ 50 | 5 [ 002 [11;21;22 09842 |0.1910
[ sa7 [2;9 [ even [ 1 [ Na [ 190 [ 01 | 2 [750 | 50 [ o002 [11;21;22 0985 | 02216
[ sa8 [2;9 [ een [ 1 [ Na [ 38 [ 03 [ 2 [ 50 | 50 002 [11;21;22 (09997 | 0.3280
| sas [2;9 [ een [ 1 [ Na [190 [ 03 [ 2 [ 50 | 8 | 002 [11;21;22 [ 0.9842 [ 0.2064 |
[ sa10 [ 2;9{ even [ 1 [ NA [ 190 [ 03 [ 2 ] 50 | 5 [ 004 |11;21;zz [ 0.9842 [ 0.2064 |
["sa1r [2;9 [ even [t [ NA [ 190 [ 03 [ 2 [ 8 | 50 [ 002 [11;21;22 [ 09842 [ 0.2064
Legend

BR = base run; SA1 = sensitivity analysis 1; NA = not available; P21 = 0 — probability zero for node 21 to be contaminated.
DATA

EML = existing monitors locations (nodes); NPP = nodes pollution probability; NIE = number of injection events; DBIE = duration
between injection events (minutes); LOS = level of service (liters); MHL = minimum hazard level (mg/L); PFD = pollutant flow
discharge (kg/min) {up to a total duration of 5 minutes); NOG = number of generations; PS = population size; MP = mutation
probability.

RESULTS

PMSL = proposed monitoring stations locations; DL = detection likelihood; R = redundancy.

Fig. 7. Example 1—sensitivity analysis
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Fig. 8. Example 2—network schematic for Anytown, U.S.A.
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Fig. 10. Example 2—trade-off between number of monitoring sta-

tions and their redundancy for two injections and level of 1,893 liters

(500 gal) (Fig. 9

tem, thus providing an effective early warning system for enhanc-
ing drinking water distribution systems security. Presented and
demonstrated herein is a methodology for finding the optimal

layout of an early warning detection system, comprised of a set of 2.

detection stations, for municipal water distribution systems secu-
rity. The methodology, composed of two main stagesnstruc-
tion of a randomized pollution matrix and maximum column cov-
erage of the RPM using a GAwas demonstrated using two
example applications.

The main limitation of the proposed model is the real-time
assumption of the monitoring equipment. On-line monitors exist
for turbidity, residual chlorine, pH, etc., serving as indirect indi-

Table 3. Example 2—Detailed Results for Two Injectioffsig. 9

Number of Average contaminated
monitoring Monitoring Detection volume at first detection
stations station locations  likelihood (L)

One 160 0.618 693

Two 70; 160 0.855 500

Three 90; 110; 140 0.956 628

Four 70; 80; 90; 160 0.998 367

Five 80; 90; 110; 140; 160 0.999 424

cators of pollutant intrusion levels. However, this situation is rap-
idly changing, with the recognition of the critical need for on-line
water quality hazard monitoring equipment, on one hand, and
advances in research technology prototype products, on the other.

Future research is suggested to cope with the following topics:
considering contamination injections along pipelingg., not
necessarily through system noglassing different LOS measures;
taking explicitly into account a delay of the monitoring equipment
in enlightening hazard intrusions; using more sophisticated Monte
Carlo simulation techniques to reduce the size, and thus the com-
putational efforts of constructing the RPM; and testing the meth-
odology on more complex water distribution systems.
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Notation

The following symbols are used in this paper:
GAG (gc) = genetic algorithm generation at Generation gc;
nn number of WDS nodes; and
NOPE = number of pollution events.

Appendix. Summary of Proposed Methodology

This appendix summarizes the proposed methodology.

Stage 1—Construction of the Randomized Pollution
Matrix

uT

Water distribution system dat@re as follows:(1) WDS to-
pology; (2) consumers’ demand pattern@®) pipes (diam-
eters, Hazen-Williams friction coefficients, and lengthg)
pumps(flow-head curves (5) tanks(elevations, diameters,
and initial, minimum, and maximum levels, respectively
(6) constant head sourcésonstant head data(7) valves
(types and settingsand (8) WDS operational rules.

Pollution event datare as followsi1) locations of existing
monitoring stationge.g., at sources or at tank$2) settings

of node injection probabilitie$i.e., probability settings of
specific nodes that have a higher likelihood than others to be
potential injection locationge.g., sources or tankswith no
specific data, all nodes are set to have even probabilities to
be injected; (3) pollution event settings—number of injec-
tions (NOI) per pollution eventup to three injections times
between consecutive injectionAT) (e.g., 20 min, level of

INP
1.
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service (e.g., 1,000 M), minimum hazard levele.g., 0.3 nodes was injected at a resolution of 5 min, up to a total of

mg/L), pollutant injection rate and its duratigbT) [e.g., 2 24 h—the demand cycle considered.
kg/min for 5 min(i.e., a total amount of 10 kg of an injected 4. If a pollution event has not “reached” the given LGEe.,
pollutant at 100% pure contamination concentrafjpii4) the simulation has reached the MBEhen its corresponding
number of pollution event§.e., the number of columns of column is filled with zeros. Such an event is considered a
the RPM; and(5) maximum simulation duratiofMSD)—a succesgi.e., no need for monitoring stations for that event,
maximum predefined simulation duratidiMSD>demand as the pollution event is not hazardpus
cycle).
3. RPM constructions as follows:
Repeat References
. While tracking contamination movement for quantity and Al-Zahrani, M. A.. and Moied, K.(2001. “Locating optimum water
quality ; S Co T .
L . . quality monitoring stations in water distribution systerBridging the
Randomly select an injection starting time gap: Meeting the world’s water and environmental resources chal-
Repeat lenges, State of the Practice—Proc., World Water and Environmental
* Randomly select a WDS node, Resources CongrestCD-ROM), ASCE, Reston, Va.
 Inject pollutant at 100% concentration at PIR for DT at the Bahadur, R., Pickus, J., Amstutz, D., and Samuels(2001). “A GIS-
selected node, and based water distribution model for Salt Lake City, UPtoc. 21st
« Move AT in time Annual ESRI Users Conf(CD-ROM), Environmental Systems Re-
Until NOI search Institute, Redlands, Calif.
UNTIL min (time to LOS, MSD) for all NOI Bahadur, R., Samuels, W. B., Grayman, W., Amstutz, D., and Pickus, J.
Construct the DOPE 0-1 column in compliance with the given (20?3'_ “P'z‘.al'tn.EN?t: A mtode:gfor mvc\’/n'tlzr'\?vg tmtngucgd contatm:-
- - nants in a distribution systemProc., World Water nvironmental
LOS and MHL input dateUntil NOPE Resources Congress 2003 and Related Symp@izROM), ASCE,
Reston, Va.
Stage 2—Maximum Column Coverage of RPM Using Boccelli, D. L., Tryby, M. E., Uber, J. G Rossman,_L. A., Zierolf, M._ L.,
Genetic Algorithm and Polycarpou, M. M(1998. “Optimal scheduling of booster dis-
infection in water distribution systemsJ. Water Resour. Plan. Man-
L age.,124(2), 99-111.
Initialization . Boccelli, D. L., and Uber, J. G200J). “Evaluation of multi-component
* Set the generation countegc=0), _ _ model of chlorine residual in water distribution system/ter soft-
+ Generate a random initial population genetic algorithm genera-  ware systems, Proc., CCWI 2Q0d. Bogumil, B. Coulbeck, and J.
tion [(GAG)(0)], and Rance, eds., Vol. 1, Research Studies Press Ltd., Leicester, U.K., 195—
« Evaluate the GA@) strings fitness. 210.
Boulos, P., and Altman, T1993. “Explicit calculation of water quality
Main Scheme parameters in pipe distribution system€&iv. Eng. Sys.10, 187—-206.
Repeat Geldreich, E. E(199]). “Investigating the outbreak in Cabool, Missouri

Set ge=gc+1 for a water supply connectionProc., AWWARF/EPA Conf. on Water

Generate GAG(go) using GAG (gc-1), through selection Quality Modeling in Distribution System&nvironmental Protection

crossover, and mutation, and Agency, Washington, D.C., 55-56.
' " . Goldberg, D. E(1989. Genetic algorithms in search, optimization, and
Evaluate the GAGQgo) strings fitness

machine learningAddison-Wesley, New York.

Until gcMax where gcMax-maximum number of generations.  Harmant, P., Nace, A., Kiene, L., and Fotoohi,(E999. “Optimal su-

General Comments
1.

pervision of drinking water distribution networkProc., 26th Annual
Water Resources Planning and Management Conf. '99—~Preparing for
the 21st CenturyChapter 8F180(CD-ROM), ASCE, Reston, Va.

Each GA chromosome is an integer string of size NOMS, Holland, J. H.(1975. Adaptation in natural and artificial system$he
where NOMS=number of monitoring stations that comprise ~University of Michigan Press, Ann Arbor, Mich. -

a candidate detection system. Each integer number of theKessIer, A., and Ostfeld, A1998. “Detecting accidental contaminations

string can receive any integer value uprta (total WDS in municipal water networks: ApplicationWater Resources and the

. Urban Environment, Proc., 25th Annual Conf. on Water Resources
nodes numberfe.g., if NOMS=3, andnn=15, then a pos- Planning and ManagememASCE, New York, 272-278.

siblle GA §tring has the form of 7, 6, e., candidate moni-  esgler, A., Ostfeld, A., and Sinai, G1998. “Detecting accidental con-
toring stations at Nodes 7, 6, angl;314, 12, and 3 stand for taminations in municipal water networksJ. Water Resour. Plan.
candidate monitoring stations at Nodes 14, 12, and 3, and SO  Manage.,124(4), 192-198.
on. If a monitoring station already exists at a specific loca- Kumar, A., Kansal, M. L., and Arora, G1997). “Identification of moni-
tion of a candidate string, or if a node injection probability toring stations in water distribution systeml” Environ. Eng.1238),
equals zero at a specific chosen node, then the string is con-  746-752.
sidered nonfeasible. Lee, B. H., and Deininger, R. A1992. “Optimal locations of monitor-
The fitness of each string corresponds to the columns’ cov- ing stations in water distribution systemJ. Environ. Eng.,1181),

: : : . 4-16.

r i.e., the DD, with a maximum val f 1 if all pollu- )
e. age(i.e., the DL), with a ma u a.ue 0 all po .u . _Ostfeld, A., and Kessler, A2001). “Protecting urban water distribution
tion events are detectable by the candidate set of monitoring . . : S

. - . systems against accidental hazards intrusioRsot., IWA 2nd Conf.
stations. For each DL value, a corresponding redundancy is  <p_rom. WA
defined as the relative number of instances in which more p,| 5 (2002. “Optimal operation and location of chlorine boosters.”
than one monitoring station hazs revealed the pollution event.  vaster's thesis, Univ. of Arizona, Tucson, Ariz.
In most cases, an NOPE5 X nn” was sufficient to receive @  pool, S., and Lansey, K1997. “Locating and operating disinfection
stable solution for two or three pollution event injections. In boosters in water networksAesthetics in the constructed environ-
the case of a pollution event of one injection, each of the ment, Proc., 24th Annual Water Resources Planning and Management
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Conf, ASCE, New York, 738—-743. Walski, T. M. et al.(1987. “Battle of networks models: Epilogue.J.
Tryby, M. E., and Uber, J. G200)). “Representative water quality sam- Water Resour. Plan. Managel13(2), 191-203.

pling in water distribution systems Bridging the gap: Meeting the  \woo, H.-M., Yoon, J.-H., and Choi, D.-¥2001). “Optimal monitoring

worlds water and environmental resources challenges, State of the  qjias pased on water quality and quantity in water distribution sys-

Practice—Proc., World Water and Environmental Resources Con- tems.” Bridaing the gap: Meeting the world's water and environmen-
gress CD-ROM, ASCE, Reston, Va. ’ ging 9ap: 9

U.S. Environmental Protection Agendy.S. EPA. (2001). “EPANET tal resou.rces challenges, State of the Practice—Proc., World Water
2.0.” {(http://www.epa.gov/ORD/NRMRL/wswrd/epanet.hjmiJuly and Environmental Resources Congre€D-ROM, ASCE, Reston,
1, 2004. Va.
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